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Hands off my #dirtystreetpie! Can you hashtag
a trade mark registration?
Devita Pathi IP LAWYER

Key takeaways:

• Hashtags have become popular in use in recent

years particularly on social media to reference

products and services. This increase in popularity

has given rise to the question of the ability to

register a hashtag. In both Australia and the US,

the critical factor is the ability of the words

following the # symbol to distinguish the goods or

services of the trade mark owner from another.

Generic words or phrases that describe a service or

hashtags that are too similar to existing trade

marks would be denied registration.

• Before applying to register a hashtag, companies

should consider the length of time that the hashtag

would be of value to the company. Given that it

takes some months for a trade mark application to

be granted, proceeding through the registration

process may not prove worthwhile if use of the

hashtag is short-lived.

• Although one would think from a “free advertis-

ing” perspective that trade mark owners would

encourage use of their trade marks through the use

of hashtags, users must be careful that their use

without the consent of the trade mark owner does

not constitute infringement.

#LetsGetStarted
Fans of the reality show The Bachelor would be

familiar with the moment in the second season of the

Australian version when female contender, Laurina,

voiced her displeasure about a less-than-fine dining

experience date referring to the cuisine on offer as a

“dirty street pie”. The term “dirty street pie” sent social

media into a frenzy and #dirtystreetpie was trending

practically overnight. The use of hashtags has become so

popular in recent years particularly on social media

platforms, on signage, as slogans and even in social

movements such as the #bringbackourgirls appeal sur-

rounding the Boko Haram kidnapping of 276 girls from

the Nigerian village Chibok.

For those unfamiliar with hashtags (or with better

things to do than to watch The Bachelor), a hashtag is a

method of identifying, categorising or indexing mes-

sages by using the # symbol before a word, slogan or

phrase (often invented) without the use of spaces. Most

often, their use is to promote goods or services particu-

larly by “social media influencers” (people with large

numbers of social media followers) and to link posts on

common themes particularly on Twitter. It is estimated

that tweets with hashtags result in double the amount of

engagement than tweets without hashtags.1

This explosion in use has given rise to the question

about their status in the world of intellectual property

and, in particular, the ability to trade mark a hashtag.

#LandDownUnder
IP Australia has defined a hashtag as:

… an identifier which is added to a social media post or
message (such as a tweet) which connects it to a common
theme. It typically starts with the # symbol and follows
with a word or string of words (with no spaces) that link it
to the common theme.2

The word after the # symbol could be, and very often

is, anything and the nature is generally descriptive which

helps link the post to the common theme.

#AmIDifferent?
In looking at whether the words following the

# symbol are able to be registered as a trade mark, the

inherent ability of those words to distinguish themselves

from other goods or services is the main consideration.

This is consistent with the considerations applied to a

trade mark application under s 41 of the Trade Marks

Act 1995 (Cth).

Pursuant to s 41, an application for registration of a

trade mark must be rejected if the trade mark is found

not to be capable of distinguishing the applicant’s goods

or services from another. Generic words used commonly

in the course of trade by others in the same market or

geographical locations will not meet the requirements

for trade mark registration. So #burgers would not be
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able to be registered as a trade mark but #McDonalds

would as it denotes the specific source of the burgers.

If the applicant’s use of the hashtag is to the extent

that it has acquired the ability to distinguish or indicate

a source of origin, as a result of this use, then this may

satisfy the s 41 evidence requirements for registration.

#IAmNotAlone
A composite trade mark may comprise a combination

of words, devices, shapes, sounds, scents and/or colour

elements that, when taken as a whole, are capable of

distinguishing the goods or services of the owner in the

marketplace over another.3 In the same manner, if the

hashtag is part of a composite trade mark, it needs to be

considered as a whole.

#JustLikeADomainName
This treatment of hashtags by IP Australia is consis-

tent with the treatment of domain names and their

registrability as trade marks. For a domain name to have

significance as a trade mark, the identifying component,

the words preceding the top level domain (ie, the .com or

the .com.au), must have the ability to differentiate one

domain name from another.

If the identifier is a word or phrase that other traders

in the same area would use in their normal course of

trade, or for instance is a geographical location, then the

trade mark application would be rejected.

If the identifier is part of a composite trade mark and

capable of distinguishing when considered as a whole,

then it may satisfy the requirements for registration

under the Trade Marks Act.

#ClearAsDay
IP Australia’s position on the issue is clear and seems

a natural extension to the existing trade mark law — if

what follows the # symbol is not acceptable as a trade

mark, then the addition of the # symbol will not get it

over the line.4 This is similar to the scrutiny applied to

a domain name, ie, what comes before the .com or .com.au is

what is taken into consideration.

On this basis, to receive registration for a hashtag,

what follows the # symbol would need to be a word,

logo or slogan that distinguishes a product or service to

a consumer. Generic words/phrases that describe a

service or hashtags that are too similar to existing trade

marks would be denied registration.

On the flip side, although one would think that trade

mark owners would encourage the use of their trade

marks in hashtags for marketing purposes, hashtag users

must be careful that their use does not constitute trade

mark infringement. US case law may provide some

guidance on this issue. There have been a number of

trade mark disputes in the US relating to the use of

hashtags.

#USAUSA!
In 2013, the United States Patent and Trademark

Office (USPTO) defined hashtag in their Trademark

Manual of Examining Procedure as “a form of metadata

consisting of a word or phrase prefixed with the symbol

‘#’”.5 In determining whether a hashtag is registrable,

the direction is clear — it is able to be registered as a

trade mark or service mark only if it functions as an

identifier of the source of the applicant’s goods or

services. As with the Australian position, if the words

before the # symbol are descriptive or generic, either on

their own or as a composite, it will be refused registra-

tion. An example of this was the application for #sewfun

by a company which only used the mark on social media

to encourage commentary about its sewing classes. The

USPTO refused registration on the grounds that the

words did not indicate the source origin of the goods or

services and therefore did not function as a trade mark.6

Such is the popularity of registering trade marks for

hashtags in the US, in 2015 it was the leading country in

terms of number of hashtag applications with over

1000.7 In second place was Brazil with just over 300.

Large companies who have successfully registered hashtags

in the US include #everydaymadewell (clothing retailer

Madewell), #smilewithacoke (Coca-Cola),8 #howdoyoukfc

(KFC Corp)9 and #blamemucus (used by Reckitt Benckiser

to advertise its Mucinex brand of cold and flu medica-

tion).10

#TacoTuesday
Iguana Grill, a Mexican restaurant in Oklahoma, used

#tacotuesday to promote its $1 taco night on Tuesdays.

It received a cease and desist letter from Taco John’s, a

Mexican restaurant in Wyoming, alleging trade mark

infringement. Taco John’s registered the trade mark

“Taco Tuesday” in 1989. Iguana Grill and hundreds of

other restaurants that have purportedly received similar

letters from Taco John’s have since stopped using the

name11 (but thankfully for taco lovers, it has not stopped

them from serving cheap tacos on Tuesdays).

#FratCollection
In 2015, Fraternity Collection, a company selling

t-shirts, entered into an agreement with Elise Fargnoli to

design a series of shirts for it. Fraternity Collection then

discovered Fargnoli had sold the same shirts to a

competitor company and terminated the agreement with

Fargnoli. Fargnoli then used her Instagram account to

promote the shirts of the competitor company under the

hashtags #fratcollection and #fraternitycollection. Fra-

ternity Collection sued alleging infringement of com-

mon law trade marks. The US District Court of Mississippi

found that the use of the words in combination with the
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hashtag constituted trade mark infringement and was

found to be deceptive to consumers.12

#CloudingUpTheMatter

However on the other side of the country in Califor-

nia, the court decided differently in Eksouzian v Albanese13

(Eksouzian), also a 2015 case. The parties in Eksouzian

started out as partners selling vaporiser pens (e-cigarettes).

They parted ways on non-amicable terms ultimately

becoming competitors in the same market.

The defendant, Albanese, owned federal trade mark

registrations for the mark CLOUD PENZ covering

“electronic cigarettes; smokers’ articles in the nature of

vaporizers, namely, electronic handheld vaporizers for

personal inhalation of dry herbs and oils, and smokeless

cigarette vaporizer pipes”.14 It also had pending appli-

cations for CLOUD PEN in the same class of goods.15

In July 2014, the parties reached a settlement to

resolve a previous trade mark dispute. Under the settle-

ment agreement, the plaintiff, Eksouzian, was prevented

from using the words “cloud”, “cloud v” and/or “cloud

vapes” in close association with the words “pen” and

“penz” among others as a unitary mark. Albanese was

only allowed to use “cloud” as part of a unitary mark.16

A “unitary trade mark” is defined as a trade mark when

it “creates a commercial impression separate and apart

from any unregistrable component”.17

Two months after reaching this agreement, a second

dispute arose which was the subject of this hearing.

Eksouzian sought to enforce the agreement. Albanese

counterclaimed that Eksouzian had materially breached

the agreement by its use of the hashtags #cloudpen and

#cloudpenz on social media. Eksouzian had, as part of a

giveaway promotion, tagged images of its products in

Instagram and asked followers to repost the photo using

the same hashtags in their posts.

The questions for the court in deciding whether

Eksouzian had breached the settlement agreement required

them to consider whether:

• Eksouzian’s use of the hashtags #cloudpen and

#cloudpenz was a unitary mark; and

• a hashtag is a trade mark.

The court found that Eksouzian did not breach the

settlement agreement by using the terms #cloudpen and

#cloudpenz, as hashtags are not trade marks, whether

unitary or otherwise, and are merely “descriptive devices”.18

It further held that the term “pen” was generic for

e-cigarette vaporisers and therefore did not meet the

criteria for being registrable as a trade mark.

#OverNotOver?
The USPTO direction on hashtags is clear as it is in

Australia. If the words preceding the # symbol are

capable of indicating the source origin of goods or

services, the hashtag can be registered as a trade mark.

The court’s finding in Eksouzian that hashtags are

merely descriptive devices indicates that hashtags can

never function to identify the source origin for goods or

services. This is in stark contrast to the USPTO’s

direction that a hashtag can be registered as a trade mark

if it functions as an identifier of the source of the

applicant’s goods or services and the decision in Fra-

ternity Collection, LLC v Fargnoli.19 The decision in

Eksouzian arguably renders every USPTO hashtag trade

mark application unenforceable and potentially has far

reaching consequences if Australian courts look to it as

authority on the issue.

For now though, in Australia, hashtags are considered

trade marks by IP Australia if they meet the registration

criteria. So the question of whether you can trade mark

your hashtag in Australia is fairly self-explanatory. The

question of whether you should is a completely different

one. Whether it is going to be of value to you or your

business will need assessment of several factors:

• the popularity of the hashtag (is it likely to be

short-lived or long-term);

• the costs of proceeding with registration; and

• the ease and ability of enforcement should an

infringement case arise.

Devitha Pathi

IP Lawyer
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Border patrol: levelling the playing field with
GST on low-value imports
Anthony Lieu and Chloe Sevil LEGALVISION

The federal government will end the GST-free thresh-

old on low-value goods from 1 July 2018, one year later

than originally planned. This change is expected to

disrupt overseas marketplace platforms and online busi-

nesses; however, details about enforcement and imple-

mentation have yet to be finalised.

Key points:

• From 1 July 2018, GST will apply to low-value

goods (up to $1000) imported by Australian con-

sumers. Amendments to the A New Tax System

(Goods and Services Tax) Act 1999 (Cth) (GST

Act) will require offshore suppliers and retailers

with a turnover of more than $75,000 or more in a

12-month period to register and charge GST.

• The amendments to the GST Act were to take

effect from 1 July 2017. However, a last-minute

amendment made by the Senate changed the

commencement date to 1 July 2018.

• Offshore suppliers and retailers should promptly

consider whether GST registration is required.

Continuing to sell low-value goods to Australian

consumers without registering for GST may risk

enforcement action.

Introduction
Low-value imports of physical goods will be subject

to GST from 1 July 2018. Currently, imports valued up

to $1000 are not subject to GST or customs duty (GST

Threshold). The abolishment of the GST Threshold aims

to address the continued growth in cross-border and

online shopping as well as the competitive disadvantage

for domestic retailers selling similar goods.

Australia’s state and territory Treasurers unanimously

agreed in 2015 to reduce the GST Threshold to zero with

support from Treasurer Scott Morrison stating it will

“establish a level playing field for our domestic retail-

ers”.1 It is estimated to bring an additional $300 million

in GST revenue in 3 years.2 The federal government is

also imposing GST on offshore supplies of digital

products with its so-called “Netflix tax” legislation,

which came into effect on 1 July this year.

On 21 June 2017, the House of Representatives

agreed to the Senate amendments to defer the commence-

ment date 1 year later to 1 July 2018. With the 1-year

delay, the federal government has bought time to finalise

the model to collect GST. The proposed supplier regis-

tration model has faced heavy scrutiny and criticism

from online retailers and industry players due to signifi-

cant difficulties with enforcement and financial burden

of implementing systems to collect and remit GST.

Consequently, the federal government has requested the

Productivity Commission to conduct a review, consult

with stakeholders and examine alternative models by

31 October 2017.

Removal of the GST Threshold
Under the current tax regime, consumers can pur-

chase goods valued at $1000 or less (low-value goods)

from offshore suppliers without being subject to GST, as

offshore suppliers do not impose GST on goods sold and

imported by Australian consumers.

The primary aim of the Treasury Laws Amendment

(GST Low Value Goods) Bill 2017 (Cth) (Bill) is to

remove the GST Threshold to make the supply of

low-value goods connected to the indirect tax zone

(ITZ). The Bill will amend the GST Act to connect the

supply of low-value goods to the ITZ if the goods are

brought into Australia with the assistance of a supplier

or a redelivery service. This will make GST payable on

certain supplies of imported low-value goods. There is

no change to the requirement to pay GST on sales of

imported goods valued at over $1000.

The supplier registration model
Under the proposed amendments, offshore suppliers

with an Australian turnover or projected turnover of

$75,000 or more per annum (the registration turnover

threshold) will be responsible for registering and remit-

ting GST to the Australian Taxation Office (ATO) as well

as complying with GST reporting requirements. This

supplier registration model relies on offshore suppliers

and online marketplace operators to self-assess and

determine whether they satisfy the GST Threshold, and

if so, register for GST.

Supplies of low-value goods will only be taxable if

the supply is to an Australian consumer, being an
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Australian resident that is not registered for GST.

Moreover, GST will still apply where multiple low-

value goods are purchased in one order, even where the

total order is over $1000.

Applicationtoonlinemarketplacesandredelivery
services

A “supplier” is generally liable for GST under the

current regime. Operators of online marketplaces such

as eBay and Amazon will be treated as suppliers of

low-value goods if the goods are purchased through the

platform and brought into Australia. The responsibility

to register, collect and remit GST will fall on the

operator of the electronic distribution platform (EDP)

rather than the multitude of individual sellers listed on it.

Under this model, a marketplace operator such as eBay

would charge a fee to consumers to cover the GST

payable to the government in addition to its standard

service fees.

There are substantial costs involved with this model.

In some circumstances, online marketplace operators

may not be aware of the final destination of where goods

are delivered due to the involvement of a redeliverer.

Redeliverers are considered an offshore mailbox, drop-

ship or forwarding services that deliver goods first to an

address outside Australia, and then forwarded to an

Australian address. In such cases, the GST duty would

fall on the redeliverer as they are best placed to know the

final location of the goods to be delivered. Where there

are multiple redeliverers, the first redeliverer will be

liable for collecting GST. EDPs and redeliverers will not

be required to register for GST where the gross sales

revenue in respect of these supplies is less than the

registration turnover threshold.

Levelling the playing field

Local retailers argue that they face an unfair com-

petitive disadvantage as offshore retailers are not required

to charge GST on the low-value goods they sell (the vast

majority of Australia’s imports). By applying the same

tax regime on imported low-value goods by consumers

with goods that are sourced domestically, the Bill is

intended to even the playing field between local bricks

and mortar retailers and offshore retailers.

In practice, the Bill relies on offshore companies to

not only voluntarily register to collect GST, but also to

be burdened by transactional and implementation costs.

It has been argued that the complexity of the supplier

registration model would put businesses at a competitive

disadvantage compared to non-compliant businesses.

Moreover, the difficulty of enforcing tax on offshore

businesses poses a burden on achieving compliance.

No carrot, no stick — significant enforcement
hurdles

There are very few incentives for overseas suppliers

to register for GST and there are significant hurdles

involved with enforcing registration and payment of

GST. Given administering the proposed supplier regis-

tration model is a relatively low cost, there is limited

information on how collection will be enforced. While

the 12-month extension offers some reprieve, the logis-

tics surrounding the implementation still requires an

in-depth review. As it stands, even with the introduction

of a simplified GST system,3 voluntary compliance

heavily relies on education of offshore suppliers, exten-

sive system changes as well as effective enforcement. A

knock-out blow to Australia’s ability to enforce the

payment of GST by overseas suppliers is the fact that the

federal government can levy the tax, but cannot enforce

it in a foreign jurisdiction.4

Moreover, the complexity of charging GST imposes

costs on compliant companies which puts them at a

competitive disadvantage compared to less reputable

and non-compliant companies. Online retailers will have

to make significant changes to their shopping checkout

process to correctly assess whether a customer is located

in Australia, and if so, to apply GST to their purchase.

Determining who is liable for GST will be very chal-

lenging and will rely on clear communication among all

parties in the supply chain. Where multiple businesses

are involved in the supply chain (such as the seller, EDP

operator, redeliverers or the customer), contractual agree-

ments must be in place and terms and conditions be

amended where necessary to ensure the collection of

GST is enforced.

Given that many suppliers will be based offshore, the

practical enforcement of these measures remains unclear.

The ATO has advised that it will engage thorough

communication with international agencies and monitor

compliance with the Department of Immigration and

Border Protection. However, the federal government’s

targeting of larger suppliers suggests it is relying on their

goodwill and compliance to avoid risk being seen as

tax-evading businesses.

Where businesses do not register but are required to

do so, they will be given notice to register and be

potentially subject to administrative penalties. The Trea-

sury has confirmed there is no proposal to block goods

at the border if there is non-compliance as its priority is

to keep trade flowing across Australia’s borders.5

Alternative models
A number of online retail powerhouses support the

general principle of charging GST on low-value imports;

however, they have submitted alternative models to the

proposed supplier registration model. Jooman Park,
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eBay’s local managing director, said the Bill was “com-

plex, inconsistent, unworkable and will harm Australian

consumers in many ways” in a submission to a Senate

inquiry.6

Amazon, which supports the reduction of the GST

Threshold to zero,7 recognises the difficulty of enforce-

ment and development of bespoke billing systems,

particularly as there is little incentive for the thousands

of low-value goods suppliers to charge GST. Alibaba

and Etsy have also expressed concern that many of its

sellers are microbusinesses with turnover of less than

$75,000 per annum. The new legislation treats EDPs as

one individual seller, meaning GST is now charged onto

each seller’s product, even if it is their first sale to an

Australian consumer.8

An alternative to the supplier collection model raised

by online marketplaces is a logistics model, where GST

is collected by logistics providers such as Australia Post

and freight companies. As these logistics companies

handle virtually all imports, they would be able to use

their data collection to more effectively collect and remit

GST. Understandably, this shifts the onus on freight and

logistics companies to monitor and enforce compliance.

However, this alternative approach also causes its own

issues, as evident by similar models used in the UK and

Canada. Under a logistics model, consumers would be

required to go to their post office to pay GST to collect

their good, resulting in substantial delays and opera-

tional costs.

Cost of implementation
A number of studies have questioned the efficacy of

charging GST on low-value goods imported into Aus-

tralia. Most other countries set thresholds below which

they do not attempt to collect taxes, emphasising the

potential economic cost of collecting taxes below a

certain point.9 The Explanatory Memorandum to the Bill

estimates that the GST revenue generated from remov-

ing the GST Threshold is approximately $300 million,10

which may increase with time, but provides no estimate

of the cost involved with implementation. The Produc-

tivity Commission estimated in 2011 that the cost of

removing the GST Threshold could be as much as

$2 billion.11

Costs will be borne by consumers, businesses and the

government.12 There are significant costs associated

with collecting GST for both the GST supplier registra-

tion model and the logistics model, due in part to the

significant cost of enforcing the collection of GST on

offshore suppliers who have little incentive to be con-

versant with Australia’s complex GST legislation. As

above, Australia has no jurisdiction over enforcement

(eg, the government has no power to issue an offshore

supplier with a tax invoice for unpaid GST under

international law)13 and enforcement would involve

lengthy negotiations with foreign state actors to seek

permission to recoup unpaid GST.

The approximately $2 billion costs of levying GST

on low-value goods in part stems from the costs to

businesses and the government in hiring the additional

staff needed to check and enforce levying GST on

low-value goods. For example, the high cost associated

with checking that GST has been paid for goods over the

current limit flows from the need to manually enter data

and coordinate with Customs and Australia Post. In

assessing products for duty, Customs is not equipped to

assess every item for correct payment of GST. Currently,

a risk-based approach is used where Customs is only

present for a small proportion of mail articles assessed as

most likely to contain border risks (eg, items over $1000

or other border risks). If the value of a parcel is over

$1000, Customs refers the matter to Australia Post,

which then inputs the information into its own system

and sends the addressee a first notice advising them of

the need to complete a Full Import Declaration (FID).

Upon receipt of the FID, Customs manually enters the

information into its Integrated Cargo System, calculates

the liabilities due and sends the addressee a notice to pay

the GST and cost recovery charge of $48.85. Only once

the payment has been received would the parcel be

released for delivery.14

The Conference of Asia Pacific Express Carriers

(CAPEC), which comprises of DHL, FedEx, TNT and

UPS, brought 8.8 million low-value shipments into

Australia in 2014–15.15 With 34,000 shipments being

handled a day, this system of checking, manually enter-

ing, storing and waiting for consumers to pay unpaid

GST would be vastly an inefficient way to collect GST

on low-value goods flooding into Australia.

Productivity Commission’s inquiry
The Bill’s June 2017 amendment mandates the Pro-

ductivity Commission to conduct an inquiry into the

proposed model. The inquiry, to be completed by

31 October 2017, will examine the effectiveness of the

amendment, as well as make recommendations in rela-

tion to possible alternatives for collecting GST on

low-value goods from offshore suppliers. This provides

an opportunity to more carefully consider the models put

forward during the submission period, particularly by

larger online retailers such as eBay, Amazon and Alibaba.

Conclusion
The proposal to abolish the GST Threshold on

low-value goods has received widespread support from

both major political parties and Australian bricks and

mortar retailers, who have long argued that they are
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unfairly disadvantaged by overseas suppliers’ exemption

from payment of GST. There are in-principle grounds

for removing the GST Threshold on low-value goods,

but the question remains whether overseas suppliers will

comply and if the significant cost of implementing the

measure is financially justifiable.

In the 2016/17 financial year, the federal govern-

ment’s total tax receipts were $404.3 billion,

$62.2 billion of which was GST. These figures suggest

that there is little argument that this measure is being

implemented for the $300 million estimated revenue

over the next 3 years. The question is whether the

$2 billion costs should be incurred in the short term to

appease bricks and mortar retailers at the expense of the

wider Australian community.
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Digital adviser — how to operate under the
current regulatory regime?
Melody Gao SOPHIE GRACE

Takeaway tips for lawyers:

• Digital advisers are required to hold an Australian

financial services licence (AFSL) with a minimum

of one responsible manager.

• The Australian Securities and Investments Com-

mission (ASIC) Regulatory Guide 255: Providing

Digital Financial Product Advice to Retail Cli-

ents1 (RG255) presents no departure from the

existing regulatory direction.

• Robust testing and monitoring should be con-

ducted before releasing the algorithms to the

public.

• Lawyers should do their own tests of the system

and experience it first hand for the purpose of

ensuring disclosure is sufficient and advertising is

compliant.

• Digital advisers should take full accountability for

any technological or third-party failures.

• Robust and tailored compliance and risk manage-

ment framework should be put in place and

reviewed regularly.

Introduction
Over the past decade, the Australian financial ser-

vices industry has seen the emergence of digital advis-

ers. There is now a strong digital advice presence in the

Australian financial services market providing robo-

advice to many Australians. The Australian Government

has demonstrated its firm support of this evolution in the

expectation that it will enable more Australians to gain

easy access to financial services at lower costs.

Digital advice has the ability to reach millions of

Australians, however this broad reach comes with increased

associated risks. These risks include technology failures,

compliance failures, lack of risk management and loss to

consumers. The major players in the industry, including

ASIC and the Financial Ombudsman Service Australia

(FOS) have, along with providing practical guidance in

the space, alerted digital advisers of their responsibilities

and accountabilities in compliance, governance and risk

management.

When providing legal advice to digital advisers, we

should be aware that, in addition to the existing ASIC

regulatory guides and the new RG255, there are specific

practical challenges that digital advisers face and we

must work closely with them to come up with robust,

practical and appropriate compliance solutions.

What is digital advice?
Digital advice (also known as robo-advice or auto-

mated advice), as defined in RG255, is “the provision of

automated financial product advice using algorithms and

technology and without the direct involvement of a

human adviser”.2

Digital advisers can offer both general and personal

advice to either wholesale or retail consumers. The

provision of digital advice can take a variety of forms

and differs significantly in terms of scope, ranging from

a simple portfolio construction to comprehensive finan-

cial plans which are built on the consumer’s personal

information and long-term objectives.

Human involvement
Initially, digital advice was seen as a direct challenge

to traditional financial advisory services that generally

require face-to-face conversation with consumers. This

is commonly known as the business to consumer (B2C)

model. However, as the digital advice space expands and

the business model evolves, financial institutions are

increasingly adopting digital advice to provide back-

office support or ancillary services for human advisers to

use in conjunction with the traditional advisory services.

This is known as an enterprise digital advice model,

which actually enhances the services provided by tradi-

tional financial advisers to consumers. It is crucial to

note that for both models, human involvement is core to

the provision of digital advice.

An example of the importance of human involvement

in the digital advice space is the requirement to have a

competent responsible manager to demonstrate organisational

and technical competencies to ASIC when applying for

an AFSL.

In addition to the requirement to have a responsible

manager, a digital service provider will also need a team

of competent staff to review digital advice, operate help

desks or call centres and handle complaints and remedia-

tion when things go wrong.
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ASIC RG255
RG255 provides practical guidance to digital advisers

in Australia — from licensing through to the actual

provision of advice.

Although RG255 contains no departure from ASIC’s

existing policy directions, there are a few areas particu-

larly pertinent to digital advice that are discussed in

greater detail by ASIC to provide practical guidance.

AFSL and responsible manager
From a licensing perspective, digital advisers are

required to hold an AFSL with appropriate authorisa-

tions. RG255 states that depending on the scale and

complexity of the business, one responsible manager is

sufficient to meet ASIC’s expectations.

When assisting clients in obtaining an AFSL with the

appropriate authorisations, lawyers need to ensure they

clearly understand what the automated system proposes

to do, especially whether the services include dealing in

financial products through implementing the advice.

Further, lawyers should determine whether the system

would automatically adjust a consumer’s portfolio and

implement the adjusted strategies without obtaining

consent from the consumer. If this is the case, the

authorisation to provide managed discretionary account

(MDA) services would be required. It is also crucial for

lawyers to understand whether the digital adviser intends

to provide advice in relation to credit products. Where

this is the case, an Australian credit licence (ACL) may

be required.

ASIC operates a regulatory sandbox framework allow-

ing certain financial technology (fintech) companies to

test specified services for up to 12 months without an

AFSL. Where the digital adviser meets the criteria, the

regulatory sandbox may be a good starting point, how-

ever advisers should still progress with an AFSL appli-

cation as the licensing process in the current climate can

be quite time-consuming.

Robust testing and monitoring
From an operational perspective, ASIC expects digi-

tal advisers to have sufficient processes and procedures

in place to test and monitor the algorithms that provide

the financial advice and to review the actual financial

advice provided by the algorithm.

In terms of testing and monitoring the algorithms,

digital advisers should establish clear and documented

procedures and obtain internal sign-offs to ensure that

the requirements of RG255.74 have been followed and

met.

When designing and implementing the testing and

monitoring procedures, digital advisers should ensure

their process covers areas such as test plans, test cases,

test results, defect resolution and final test results. Any

test results, review comments and remediation actions

should be documented and recorded.

ASIC expects robust testing and monitoring to be

carried out on the algorithms before the system is

released to the public and on an ongoing basis.

In terms of the actual financial advice provided,

digital advisers must have adequate human resources to

conduct reviews of the advice to ensure that all advice is

compliant with the relevant legislation and regulation.

ASIC clearly indicates that a “tick-a-box” exercise is not

sufficient for this purpose and expects to see a thorough

file review with a conclusion from the reviewer on the

quality of the advice provided and whether the advice is

consistent with the regulatory regime.

Errors and compensation
RG255 is explicit that the use of automated systems

does not mean that responsibility has been shifted from

the digital advisers to the algorithm or any third party

that provides outsourced services — the entity that

provides financial services to consumers remains account-

able for any errors in the provision of financial services

and bears the responsibility to remedy any consumer

loss.

When an error within an algorithm has been detected,

digital advisers should cease the provision of financial

services, proactively liaise with consumers who have

been provided with inappropriate advice, and lodge a

breach report (Form FS80)3 with ASIC if appropriate.

When financial services are provided to retail con-

sumers, digital advisers are required to hold appropriate

professional indemnity (PI) insurance with adequate

coverage. In obtaining PI insurance, digital advisers

should communicate clearly with the insurer about the

nature of the business and potential liability for com-

pensation to ensure adequacy of the policy. Regulatory

Guide 126: Compensation and Insurance Arrangements

for AFS Licensees4 and RG2555 contain some list of

factors to be taken into account when it assesses the

adequacy of the compensation arrangement.

In addition to the PI insurance, digital advisers are

required to hold membership with an approved external

dispute resolution (EDR) service such as FOS. This

means that retail consumers can lodge complaints directly

through FOS in relation to the financial services received.

When assessing disputes in the digital advice space,

Dr June Smith, the Lead Ombudsman in the Investment

and Advice Division of FOS, stated that FOS will focus

on the following key factors in making a recommenda-

tion and/or a determination:6

• the fairness of the services provided;

• the fairness of the conduct and dealing; and
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• whether there was fair treatment of all consumers.

Dr Smith has indicated that FOS will take a similar

approach to ASIC in terms of the digital adviser’s

accountability and that FOS will not accept a claim that

poor advice “was the algorithm’s fault”.7

Best interests duty
The best interests duty set out in s 961B of the

Corporations Act 2001 (Cth) also applies to digital

advisers in the same way as it applies to traditional

advisers. However in practice, digital advisers generally

face difficulties fulfilling this duty.

Traditional advisers commonly communicate with

consumers in face-to-face meetings which allow them to

be clear and direct about the limited scope and nature of

the advice to be provided. An advantage of this practice

is that advisers will receive on-the-spot feedback and

questions from their consumers enabling them to ensure

the consumer fully understands the nature of their

relationship and the key limitations of the advice to be

provided.

Gauging a consumer’s understanding of the scope

and limitations of the relationship and the advice to be

provided is a challenge for digital advisers. ASIC

indicates that when designing the delivery method for

key information to be sent to a consumer, digital

advisers should take a user-focused approach and put in

place a robust process to filter out consumers for whom

the digital advice is not appropriate. It is also important

during this process that the consumer is made aware of

the limitations of the advice and any assumptions behind

the advice.

Key challenges for digital advisers
Although RG255 does not introduce new rules for

digital advisers, there are some important challenges

faced by digital advisers to comply with the existing

regulatory framework.

Suitability of advice
Most digital advisers collect consumer information

by asking consumers a list of questions via an online

user interface; such information is not usually verified

using an independent source. Financial recommenda-

tions are made to the consumer based on the automated

system’s knowledge of the consumer’s circumstances

and objectives despite that information not having been

verified.

To ensure that the service provided is suitable for the

consumer, digital advisers should conduct a suitability

assessment of the consumer prior to providing any

services, and make disclosure of the methodologies,

basis, scope and limitations associated with the advice

being offered.

It is a good practice for digital advisers and their

lawyers to experience the automated system on an

ongoing basis as if they were themselves a consumer

and in doing so to think about whether the following

have been addressed before a recommendation is made

to the consumer:

• the objectives their services are designed to meet;

• risk factors associated with the investment meth-

odologies adopted;

• any limitations of the system;

• any assumptions made during the process; and

• the recommendations are made based on the

information inputted by the consumer which has

not been verified by the adviser.

When advising digital advisers on the business model,

in addition to advising on the relevant rules of disclo-

sure, lawyers need to think about the scope of the

services that the digital adviser proposes to provide,

whether a statement of advice (SOA) will be provided,

and if so, what type of SOA will be provided. A limited

SOA may be provided, however the SOA must be

drafted appropriately including a statement that the SOA

is limited and what the SOA does not cover.

Disclosure standards
Digital advisers should also take steps to ensure their

consumers understand what services they are receiving,

the extent of that service, any costs involved and any

potential conflicts of interests. There has been ample

research indicating that consumers are reluctant to pay

for financial advice up-front, which has led to the

existence of product provider payments in order to

monetise the advice. This consumer habit will inevitably

have a similar impact on digital advisers making it

difficult for digital advisers to monetise their advice.

When advising digital advisers on their revenue stream,

lawyers need to be clear about the payments and income

the system is generating (for example referral payments,

advertisements, monthly fee or up-front fees), and work

with clients to ensure any revenue stream alternatives

fall within the scope of the regulatory regime.

The applicable laws and regulations in terms of

disclosure of costs are the same for digital advisers as

they are for traditional financial advisers. To that end,

the relevant conflicted remuneration rules will also

apply to digital advisers.

There are several important legal documents that

digital advisers should put in place before offering

services to consumers, such as the financial services

guide, client agreement and privacy statement for the

automated system. The digital adviser should ensure that

these legal documents reflect the nature of the business
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and appropriate legal sign-offs are obtained before

providing the documents to consumers.

Ongoing oversight
One benefit of digital advice is that consumers can

access financial services anywhere at any time and on a

variety of devices. However this challenges digital

advisers to design and implement measures that ensure

there are financial professionals with sufficient expertise

closely involved in the ongoing oversight of the auto-

mated system, as well as to review the advice provided

and adequacy of disclosure to consumers.

Digital advisers should therefore exercise caution

when third-party algorithms are used by parties such as

accountants and tax agents who do not hold an AFSL.

Any entities that are using third-party algorithms must

conduct robust due diligence before using the system,

regularly review the services provided by the third party,

and allow ongoing oversight of the overall provision of

services.

Data protection and cybersecurity
Data protection and cybersecurity are crucial compo-

nents of the risk management framework of a digital

adviser.

Digital advisers should have, at a minimum, written

policies and procedures detailing the measures they take

in relation to the administrative and physical safeguards

for consumer information and records.

Digital advisers are also encouraged to put in place:

• a business continuity plan which outlines the

procedures a digital adviser will take in the event

of a business disruption; and

• a breach and incident policy and register setting

out the procedures of recording, disclosing and

reporting of any material breaches.

Digital advisers should also decide whether or not

they will adopt cookies or other tools of a similar nature

to enhance website maintenance. If any of these tools

will be used by the digital adviser, then such information

should be included in the privacy statement.

Conclusion
The practical and compliance challenges faced by

digital advisers extend beyond what is able to be

discussed in one article. There are various aspects to the

puzzle that require careful legal examination. ASIC has

set out the regulatory framework for digital advisers and

it is now up to advisers to develop business models that

sit within this framework while generating revenue as a

viable business. It will be interesting to see the evolution

of this growing industry.
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Time to get serious about protecting
information
Ian Bloomfield IGNITE SYSTEMS

The importance of cybersecurity is unquestionable.

The recent global ransomware epidemics involving

“WannaCry” and “Petya” should have been evidence

enough for anyone still to be convinced.

The Law Council of Australia is one of many bodies,

together with the federal government, that has been

promoting the need for businesses to take action on

cybersecurity. Cyber Precedent1 is an information cam-

paign by the Law Council of Australia to assist the legal

profession in defending itself against cyber threats.

When launched by the then Law Council of Australia

President Stuart Clark AM, he said it was now a core

priority of the Law Council of Australia to ensure

Australian lawyers understand, and are prepared for,

cyber threats.

If taking action on cybersecurity is a given, the

challenge for many law firms is to know where to start.

One area in particular should be a primary area of focus

for all law firms — information security, or more

specifically the security of electronic documents. For the

purposes of clarity, any reference to documents in this

article should be interpreted as meaning electronic

documents, including email.

This article explains what document security is, why

it is important and the options available to implement

document security.

Takeaways:

• Recent events have highlighted the need for law

firms to take action to improve their cybersecurity.

• The information handled by law firms is crucial to

their operation and potentially their survival.

• Every law firm should be taking steps to under-

stand the information they collect, process, trans-

mit and store, and importantly understand how to

protect this information.

• It is time for every law firm and the people who

work in them to get serious about protecting

information.

What is document security?
The essence of a law firm is the information it holds,

whether it is client information, third party information

or internal information. This information comes from

many sources — provided by clients and other law

firms, created by lawyers and staff, and/or obtained from

third parties. The information is typically stored in a

range of systems — email, files storage and/or practice

management systems. Finally, a subset of this informa-

tion is passed onto other parties — clients, other law

firms and/or third parties. The day-to-day activities of

most people who work in law firms involve working

with and processing this information in the form of

documents.

Document security is the practice of:

• preventing documents from being obtained, accessed

or used by anyone not appropriately authorised;

and

• maintaining the integrity of documents. In other

words, stopping documents from being corrupted,

modified, destroyed or lost.

Why should law firms care about
document security?

The implications of not having adequate document

security can range from annoying to catastrophic. Some

potential consequences are:

• inability to deliver services due to lost or missing

information;

• loss of clients as a result of appearing unprofes-

sional or even being considered incompetent;

• loss of reputation as a result of a data breach;

and/or

• actions by the Australian Information Commis-

sioner as a result of a data breach. With the

imminent introduction of the data breach laws, this

could involve legal action if a law firm has

revenues of more than $3 million.

At the extreme end of the spectrum there is the

potential to bring an organisation to its knees or even put

it out of business altogether. Any law firm ignoring

document security is potentially putting their future at

risk.
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Identify and understand
How an organisation collects, processes, transmits

and stores information should be the foundation of any

cybersecurity program. The starting point is to identify

and understand the different types of information you are

dealing with.

The only effective way to get a complete and com-

prehensive understanding of the information within an

organisation is to conduct a data inventory, sometimes

referred to as a data map. A data inventory is a very

structured process to identify all of the information

collected, processed, stored and transmitted by an organisa-

tion. Although this is highly recommended, it is a

non-trivial exercise, both in terms of time and money.

There are references at the end of this article for further

information about a data inventory.2

In the absence of a data inventory, a law firm needs to

carry out some form of assessment to at least identify the

main types of information that it handles. This assess-

ment should consider the information across three areas:

• information that comes into a law firm via docu-

ments;

• information generated internally, and possibly cir-

culated internally; and

• information contained in the documents sent to

external parties.

Classify
Once there is an understanding of the various types of

information involved, it then needs to be classified. The

classification of information then determines what level

of protection should be applied to documents containing

a particular type of information.

There are many ways by which information can be

classified, and how any particular organisation does it is

a matter of what works for them. A typical classification

could look something like this:

• unrestricted — information that can be made

public (eg, a marketing brochure);

• matter-restricted — information that can be sent

outside the organisation, but only to parties asso-

ciated with a particular matter (eg, a client or

another law firm);

• internal — information that is not to be sent

outside the organisation (eg, a policy document);

• business confidential — intellectual property and

sensitive business information (eg, financial records);

• personal information — as defined under the

Privacy Act 1988 (Cth); and

• sensitive information — as defined under the

Privacy Act.

Label
Once a law firm has identified the types of informa-

tion it handles and has established a basis for classifi-

cation, it is then necessary to have some way of

assigning classifications to documents. Typically this is

carried out by assigning labels to documents.

The simplest arrangement for implementing the label-

ling of documents is to rely on a policy and some

complementary procedures. The policy would outline

the intent of the classification process, and the proce-

dures would detail how staff should go about labelling

the documents.

There are a number of third-party software add-ons

for Microsoft Office that aid in assigning labels to

documents such as Office Classifier, Egress Switch

Email and Document Classifier.3 These solutions pro-

vide functionality that allows a user to easily apply

classification labels to emails and Microsoft Word, Excel

and PowerPoint documents.

A more sophisticated way to manage document

classification is to use an information rights manage-

ment solution, sometimes called document rights man-

agement or enterprise digital rights management. There

is a section later in this article that will discuss infor-

mation rights management in more detail.

An organisation that understands the types of infor-

mation it handles and has formal guidelines for the

classification and labelling of documents now can appro-

priately protect documents.

Protect email
Email is taken for granted but it is one of the least

secure ways of communicating. Once you send an email,

the process involved in sending it to the recipient is

hidden with no practical way to control it. The delivery

process can involve many steps, traversing a number of

systems along the way. The security of the email

delivery process has not kept pace with the rate of cyber

threats, and as a result there are many ways email can be

compromised. The bottom line is that sending any sort

of confidential information via normal email is unsafe,

because messages can be intercepted, redirected and

viewed by unauthorised individuals.

The only secure option for sending any confidential

information by email is to use end-to-end email encryp-

tion. This form of email encryption protects the content

from being read by entities other than the intended

recipients. With end-to-end email encryption, the data is

encrypted on the sender’s system, and only the intended

recipient will be able to decrypt and read it.

There are lots of acronyms you are likely to see

relating to email security — Secure Sockets Layer

(SSL), Transport Layer Security (TLS), STARTTLS,4
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Sender Policy Framework (SPF), DomainKeys Identi-

fied Mail (DKIM) and Domain-based Message Authen-

tication, Reporting and Conformance (DMARC), to

name a few. Although these all play a role in email

security, they will not keep email content secure from

access by anyone other than the intended recipient in the

way that end-to-end email encryption does.

End-to-end email encryption requires both sender and

recipient to have a pair of cryptographic keys. There is

one private key and one public key. The sender encrypts

the message locally on their device using the recipient’s

public key. The receiver decrypts it on their device using

their private key. It’s all very complicated, and in the

past, using it was just as complicated. It is only recently

that end-to-end email encryption has been made avail-

able in a way that is simple and easy to use.

Today there are end-to-end email encryption options

that are practical for anyone to use. With these solutions,

the exchange of the cryptographic keys is taken care of

in the background. The most common ways to get

end-to-end email encryption are:

• add-on functionality to an existing email service,

such as Office 365 Message Encryption;5 and/or

• a third-party service that is used in conjunction

with an existing email service, such as Enlocked

or Sendinc.6

It should be noted that Google’s G Suite does offer

email encryption, but this feature is only available with

G Suite Enterprise. G Suite uses a protocol called

Secure/Multipurpose Internet Mail Extensions (S/MIME)

and getting the encryption functionality set-up is not

simple. Among other things, there is a requirement to

obtain your own S/MIME certificate and then it has to be

uploaded to Google, along with your private encryption

key.7 The fact that Google holds the private encryption

keys means this cannot be truly classified as end-to-end

email encryption.

Gmail does not provide any end-to-end email encryp-

tion capability. Even worse, Google scans Gmail email

content looking for keywords to aid in their targeted

advertising. Google did announce in late June 2017 that

as of “later this year” it will stop scanning the content of

emails sent by Gmail, but there is no confirmed timing

for when this change will take effect.8

Protect documents
Instead of sending confidential information in an

email, an alternative is to send the information in an

attached document that is protected from unauthorised

access. With this approach, a protected document can be

transferred securely, even though the email itself may

not be secure.

The most common way to secure a document that is

to be emailed to someone is to use encryption in

conjunction with a password. The following are some of

the ways to protect a document using encryption and

password protection:

• Microsoft Office provides this ability with Word,

Excel and PowerPoint documents. Note that this

capability extends to PDF documents in later

versions of Microsoft Office;9

• PDF documents can be protected in this way with

Adobe Acrobat (not the free Adobe Reader); and

• there are also utilities like WinZip that enable a

file or a package of files to be protected.

Beware of cloud options
Many individuals and law firms use cloud-based file

storage and sharing solutions, such as Dropbox, as an

alternative to email for transferring information. With

this arrangement, documents containing the information

are stored in the cloud. Access to a document can then be

provided to a third party by sending them a link to the

document.

As detailed in a recent article by the Law Society in

UK, the consumer or free versions of cloud-based

systems like Dropbox or Google Drive are not too

appropriate for communicating information with clients

or receiving confidential information.10

The business versions of Dropbox and other cloud

solutions with similar levels of security are safe to store

documents. Nevertheless there are risks with document

sharing. Sending a link to someone external so they can

access a document leaves open the possibility that

someone unauthorised could also use the link to access

the document. With Dropbox Business, it is recom-

mended to use the password and expiration features to

increase the level of security.

There are other risks with using cloud-based systems.

Cloud-based systems do not have the additional layer of

security that a computer has when it is connected to a

local network and protected by a firewall. The only thing

stopping a cyber-criminal from getting access to a cloud

system is by not having the username and password.

Two-factor authentication adds another layer of security

that significantly reduces the risk associated with cloud

systems.11

Two-factor authentication is a form of access control

that requires two different types of evidence to verify the

user’s identity — typically, what the user knows (pass-

word), and a one-time passcode generated by something

held by the user (security token or mobile phone app).

An everyday example of a multi-factor authentication is

in using a credit card where you swipe the card and also

have to enter a PIN.
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Two-factor authentication is rapidly becoming a stan-

dard offering with cloud solutions. The “Two Factor

Auth List” website lists the most popular cloud services

and identifies whether a cloud service supports two-

factor authentication.12

Another thing to be wary of with cloud-based solu-

tions is that you may be exposed to geographical risks in

relation to data sovereignty. Your information could be

stored outside Australia and be subject to different legal

regimes. This can also lead to regulatory issues, such as

then being in breach of your Privacy Act obligations or

inadvertently breaching the data obligations of those

different legal regimes.

There are more details about the benefits and risks of

cloud solutions in the recently published Law Institute

of Victoria’s “Cloud computing essentials”.13

Information rights management
Using end-to-end email encryption, securing docu-

ments using password-protected encryption, or using

cloud-based file sharing are all only partial solutions to

the problem of protecting information. Information rights

management, sometimes referred to as document rights

management or enterprise digital rights management, is

a more holistic approach which enables the management

and protection of documents over their entire life cycle,

from creation to destruction.14

Information rights management enables a document

to be classified, labelled and encrypted at the time it is

created. Protection policies are then applied in accor-

dance with the classification, and the policy then con-

trols what actions can be carried out on the document

and who is allowed to access it. The classification and

the policy are attributes of the actual document and these

attributes remain with it regardless of where it is moved

or sent.

Because the protection policy applied to a document

is embedded in the document, information rights man-

agement solutions provide the ability to control docu-

ments wherever they go. Documents can be monitored

and tracked, enabling visibility of who has accessed a

document, where it was accessed and when. It also

enables the protection policy to be changed so that

access can be revoked. A document retention policy can

also be enforced by including a defined retention period

as part of the document policy.

Information rights management is available as an

add-on to Office 365, referred to as Azure Information

Protection.15 There are also a number of third-party

solutions such as Vera, Vitrium and Seclore.16

Conclusion
Information is the life blood of a law firm, having the

ability to sustain and support growth, but if it is not

properly secured, it also has the ability to seriously
damage or even cripple a law firm.

With the imminent implementation of the data breach
laws, protecting information will become a compliance
requirement for many law firms. The level of security in
place to protect information will no longer be at their
discretion, and the only acceptable minimum will be to
be compliant.

Law firms must take steps to understand the informa-
tion they are responsible for, and implement arrange-
ments to ensure that information is appropriately protected,
both inside their organisation and also when it is
communicated externally.

Whether you are a large law firm or a sole practitio-
ner, email is unsafe for communicating confidential
information, and using end-to-end email encryption is
essential. Documents containing confidential informa-
tion have to be protected, and the responsibility for
protecting the information in documents cannot be
abrogated just because the document is passed onto an
external entity.

Information rights management can provide an effec-
tive way to protect information, but it’s not appropriate
for all organisations and it is not a silver bullet. As with
most technology, you have to understand the scope of
the problem you are trying to solve, assess the available
options, and be able to make an informed decision about
what will best suit your particular needs.

One thing is certain, with a cyber threat landscape
getting even more complex and presenting an increasing
risk, along with a regulatory framework imposing greater
compliance obligations, business as usual is not an
option.

Ian Bloomfield

Managing Director

Ignite Systems

www.ignite.com.au
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www.cyberprecedent.com.au.
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(28April 2017) www.law360.com/articles/918460/data-inventory-

the-critical-1st-step-in-data-security; and B Cave “How to

conduct a data inventory” (18 January 2016) www.lexology.com/

library/detail.aspx?g=c40ee415-c2bf-4a3f-a2b5-8bff79a93a82.

3. Document labelling software: Office Classifier: www.boldonjames

.com/products/office-classifier; and Egress Switch Email and

Document Classifier: www.egress.com/what-we-offer/

classification.
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4. See www.fastmail.com/help/technical/ssltlsstarttls.html.
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authentication.html.

12. See www.twofactorauth.org.
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(February 2017) www.liv.asn.au/getattachment/Professional-

Practice/Areas-of-Law/Technology-and-the-Law/Resources/
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14. M Branscombe “Why you need DRM for your documents”
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need-drm-for-your-documents.html.

15. Microsoft “What is Azure Information Protection?” (last updated
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protection/understand-explore/what-is-information-protection.

16. Third party information rights management solutions: Vera:

www.vera.com; Vitrium: www.vitrium.com/editions/

enterprise; and Seclore: www.seclore.com.
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